May 2026

The Cyber Resilience Act: far-reaching obli-
gations for products with digital elements

The Cyber Resilience Act (CRA)" establishes, for the first time, an EU-wide horizontal reg-
ulatory framework for the cybersecurity of products with digital elements. The regulation
applies from the design stage and covers the entire lifecycle—from risk assessment during
production, through conformity assessment and CE marking prior to placing products on
the market, to the reporting of security incidents and the implementation of corrective
measures for products already made available on the market.

This creates significant compliance pressure for manufacturers, importers, and distribu-
tors. Anyone who places or makes available on the market products with digital elements
must align their technical, organizational, and documentation processes with the CRA in a
timely manner; this in particular concerns the so-called Software Bill of Materials (SBOM),
which requires comprehensive documentation of the software components integrated into
the product.

I.  Background and purpose entire lifecycle and does not address business oper-

ations as such.
The CRA aims to harmonize cybersecurity require-

ments for products with digital elements in the Euro-
pean Union. It is intended to raise the security level
of connected products and strengthen the single
market by establishing a uniform minimum standard
for products with digital elements. Unlike sector-
specific IT security regimes (e.g., the NIS 2 Di-
rective), the CRA regulates connected products and
their cybersecurity requirements throughout the

Like the Al Act, the CRA follows the so-called New
Legislative Framework. Accordingly, before being
placed on the market, products must meet the rele-
vant cybersecurity requirements and documentation
obligations, undergo a conformity assessment pro-
cedure, and bear the CE marking. If security defi-
ciencies are discovered at a later stage, manufactur-
ers must meet reporting obligations and take
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corrective actions. The Commission has published a
non-binding draft guideline to support implementa-
tion of the CRA, especially for SMEs.?

Il. Scope of application

The CRA applies to products with digital elements
made available on the Union market (Art. 2(1) CRA).
A product with digital elements is a software or hard-
ware product and its remote data processing solu-
tions. It also includes software or hardware compo-
nents placed on the market separately, provided
they are part of a product with digital elements (Art.
3(1) CRA). The decisive factor is that the intended or
reasonably foreseeable use involves a direct or in-
direct logical or physical data connection to a de-
vice or network. In practice, this generally includes
products that connect via wired or wireless inter-
faces for data transmission necessary to perform the
product’s functions.

Practical note: The material scope of the
CRA is broad. It covers, in particular:

(i) stand-alone software, apps and
computer programs;

(ii) hardware with embedded software,
(e.g., IoT devices);

(iii) hardware components such as rout-
ers, firewalls, motherboards, or inte-
grated circuits;

(iv) combined hardware and software
products where the software is nec-
essary for the product to perform its
intended function.

In practice, it is important to distinguish products
from services: Software-as-a-Service (SaaS) is not
automatically a product within the scope of the CRA

but may be classified as such where the SaaS con-
stitutes a remote data processing solution of a prod-
uct with digital elements—i.e., where the absence of
such remote processing would prevent the product
from performing one of its functions (Recitals 11, 12
CRA).

Practical note: SaaS may be subject to the
requirements of the NIS2 Directive. In Ger-
many, the NIS2-Directive was implemented
by the revised German IT Security Act
(BSIG).®

These obligations apply primarily to the manufac-
turer, i.e., the party that markets the product under
its own name or trademark (Art. 3(13) CRA). In addi-
tion, there are obligations for importers (Art. 3(16)
CRA), distributors (Art. 3(17) CRA), and — under spe-
cific conditions — open-source software stewards
(OSS stewards) (Art. 3(14) CRA).

lll. Obligations
1. Manufacturer obligations

a. Cybersecurity and documentation
requirements, Art. 13 CRA in conjunction
with Annexes | and Il to the CRA

Manufacturers must design, develop, and produce
products to ensure a level of cybersecurity commen-
surate to the risks involved. A key requirement is a
documented cybersecurity risk assessment that is
based on the intended purpose and reasonably fore-
seeable use of the product and must be kept up to
date throughout the support period.

In particular, the products must meet the following
requirements:

e secure default configuration and protection
against unauthorized access;
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e maintenance of confidentiality, integrity, and
availability;

e limitation of attack surfaces and appropriate
logging;

e secure deletion and reset functions;

e vulnerability handling and provision of security
updates during the support period.

The support period must be determined by the
manufacturer and must be based on the expected
lifetime of the product; it shall generally be at least
five years, unless the product is expected to have a
shorter lifetime (Art. 13(8) CRA). The disclosure of
the support period is part of the mandatory infor-
mation that must be provided to the user pursuant
to Annex Il to the CRA.

The cybersecurity risk assessment must be in-
cluded in the technical documentation and made
available to the competent market surveillance au-
thorities upon request. The SBOM is of particular im-
portance in this context (Annex |, Part I, No. 1 to the
CRA). The SBOM is a formal record of the compo-
nents included in the software elements of a product
which also involves software obtained from third
parties (Art. 3(39) CRA). It effectively establishes an
obligation to document the software supply chain, at
least with regard to the components directly inte-
grated into the product. This is likely to involve a sig-
nificant documentation effort for product manufac-
turers. The Federal Office for Information Security
(BSI) has already issued a technical guideline that
providers of products with digital elements can use
as a reference in this context.*

The harmonized standards, the references to which
are published in the Official Journal of the European
Union, play a crucial role in fulfilling the obligations
under the CRA. If a product meets the requirements
of the relevant standards, it is presumed to be in
compliance with the essential cybersecurity require-
ments under Article 27(1) CRA.

b. Conformity assessment (Art. 32 CRA),
EU declaration of conformity (Art. 28
CRA) and CE marking (Art. 30 CRA)

Before being placed on the market, the product must
undergo a conformity assessment procedure. The
product category and the associated risk determine
whether internal control is sufficient or whether a
notified body must be involved. The classification is
based on the function and intended use of the prod-
uct, as specified in particular in Annexes lll and IV to
the CRA.

e Non-critical products: internal controls are suf-
ficient;

e Important products classified as Class | under
Annex Il to the CRA (e.g., password managers,
products with VPN functionality, software for
detecting, removing, and quarantining mal-
ware): internal control is possible provided that
all applicable requirements are covered by a rel-
evant harmonized standard, a common specifi-
cation, or a relevant certification scheme; other-
wise, conformity assessment involving a notified
body is required;

e Class Il products under Annex Il to the CRA
(e.g., firewalls, intrusion detection systems, and
intrusion prevention systems) and critical prod-
ucts under Annex IV to the CRA (smart cards or
similar devices): conformity assessment involv-
ing a notified body is generally mandatory.

The product’s conformity with the requirements of
the CRA is documented by the EU declaration of
conformity (Art. 28 CRA), through which the manu-
facturer assumes responsibility for the product’s
conformity. In addition, products must generally
bear a CE marking (Art. 30 CRA).

c. Reporting and disclosure requirements

Under Article 14 of the CRA, manufacturers must no-
tify actively exploited vulnerabilities and severe
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incidents having an impact on the security of the
product with digital elements to the designated
Computer Security Incident Response Team (CSIRT)
and the European Union Agency for Cybersecurity
(ENISA). According to the German draft of the CRA
Implementation Act, the role of the CSIRT in Ger-
many is to be carried out by the BSI.

The CRA provides for a tiered reporting system:

e Early warning within 24 hours of becoming
aware of the situation;

e  Further information within 72 hours;

e Final report within 14 days of the availability of a
corrective or risk mitigation measure for actively
exploited vulnerabilities, or within one month for
severe incidents having an impact on the secu-
rity of the product with digital elements.

In addition to reporting obligations to the BSI and
ENISA, there is also a duty to inform users in the
event of actively exploited vulnerabilities and severe
incidents having an impact on the security of the
product (Art. 14(8) CRA). This includes notifying us-
ers of risk mitigation and corrective measures. In ad-
dition, upstream providers of software components
must also be informed, if necessary, if the respective
components contain vulnerabilities (Art. 13(6) CRA).

Practical note: It is crucial for affected com-
panies to establish reporting channels, re-
sponsibilities, and approval processes in ad-
vance. The short deadlines can only be met if
appropriate incident response mechanisms
are in place.

2. Obligations of importers, distributors, and
OSS stewards

Importers must verify, prior to placing the product on
the market, that it meets the requirements of the
CRA. This includes, in particular, to ensure that the
conformity assessment has been carried out, that
the technical documentation has been drawn up,
and that a CE marking and an EU declaration of con-
formity are available (Art. 19(1) CRA). Distributors
have similar but less extensive obligations (Art. 20
CRA). If there are indications of non-conformity, im-
porters and distributors may not place or make

available products on the market. If they place the
product on the market under their own name or
brand, they are themselves considered manufactur-
ers (Art. 21 CRA).

The CRA addresses OSS stewards only under strict
conditions. An OSS steward is a legal entity that is
not itself a manufacturer but provides ongoing sup-
port for specific free and open-source software for
commercial use and ensures its continued existence
(Art. 3 No. 14 CRA). In particular, OSS stewards must
develop and document a cybersecurity strategy and
cooperate with market surveillance authorities. They
are also required to report severe incidents having
an impact on the security of the product with digital
elements and actively exploited vulnerabilities (Art.
24 CRA).

IV. Enforcement

The CRA is enforced by the market surveillance au-
thorities of the Member States. According to the
German draft of the CRA Implementation Act, the BSI
is to be designated as the competent market surveil-
lance authority. Market surveillance authorities are
granted extensive powers, in particular the power to
request information (Art. 53 CRA), to carry out in-
spections (Art. 60 CRA), and to order corrective ac-
tions as well as withdrawal and recall measures (Art.
54(1) CRA). The Regulation is thus conceptualized as
a classic product supervision regime with significant
supervisory powers of the market surveillance au-
thorities.

Violations may result in substantial fines. The regu-
lation provides that fines of up to EUR 15 million or
up to 2.5% of global annual turnover may be imposed
(Art. 64(2) CRA). However, this does not apply to
OSS stewards, who are not subject to the penalty
provisions of Art. 64 CRA (Art. 64(10)(b) CRA). The
CRA may also have implications for the standard of
care in private relationships. Failure to comply with
the CRA may therefore result in liability claims under
contract and tort law.

V. Entry into force and application
The CRA entered into force on December 10, 2024,

however, its material provisions apply only at a later
stage (Art. 71 CRA):
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e June 11, 2026: Application of the provisions on
the notification of conformity assessment bod-
ies;

e September 11, 2026: Application of the report-
ing requirements for actively exploited vulnera-
bilities and having an impact on the security of
the product with digital elements (Art. 14 CRA);

e December 11, 2027: Full implementation of the
CRA'’s substantive obligations.

Products placed on the market before December 11,
2027 are subject to the CRA only if they undergo a
substantial modification after that date (Art. 69(2)
CRA).

VI. Practical implications

For companies that market digital products, there is
a high probability that they will be affected by the
CRA. In this case, cybersecurity must be considered
from the design stage. In particular, the SBOM, i.e.
the requirement that the components included in the
software of a product can involve significant docu-
mentation effort on the part of the manufacturers.

Failure to comply with the CRA can result in substan-
tial fines and civil liability. Given the complex regula-
tory and technical requirements, we advise affected
companies to start implementing appropriate secu-
rity and reporting measures as soon as possible. We
would be happy to assist you in this process.
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